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Ranking flows from sampled traffic

Chadi Barakat, Gianluca lannaccone, Christophe Diot

Abstract— Inverting flow properties from sampled traf- large flows. Therefore, sampling has more chances to
fic is known to be complex and prone to errors. Previous hit the large flows and there is a high probability that
work has mainly focused on inverting general traffic prop- many short flows will not appear in the sampled set,
erties such as flow size distribution, average flow size, or\\nich makes the inversion complex. Moreover, if flow
total number of flows. In this work, we study the feasibility duration is defined with a timeout [5], then a fl’ow can

of the inversion of individual flow properties. We address b lit int ltio| bl if th lina f
this problem by analyzing the detection and ranking of € Splitinto multipie subfiows 1F the sampling frequency

the largest flows from sampled traffic. Surprisingly, our 1S 00 low.

analytical analysis indicates that a high sampling rate Several works in the literature have studied the in-
(10% and even more) is required. To reduce the sampling version problem from sampled traffic. The main focus
rate by an order of magnitude, the ranking must be limited - ha5 peen the inversion of aggregate flow properties such
to just a few large flows, or the traffic must consist of as flow size distribution [10], [12], average flow size or

several millions of flows. The sampling rate can also be . .
reduced if one is not interested in the relative sizes of the total number of flows [9] for a given network link.

largest flows but just aims at detecting them. We verify our ~ As a first step toward the inversion of individual flow
analytical result with trace-driven sampling simulations.  properties, we model and analyze howd&tect and rank
the largest flows from the sampled traffide choose this
metric because it is of particular importance for applica-
tions such as traffic engineering [19], [18], detection of
Traffic sampling refers to the action of collecting g affic anomalies [15], and usage-based pricing [11].

subset of the traffic on a network link (using a passive We define the problem as follows. Consider a link

tap or a router line card). The subset is then used to infer . . )
. : . ) . monitor that, for a given measurement period, samples
the original traffic characteristics. This latter operation IS

calledinversionof traffic properties. Sampling is used (1£ackets independently of each other with probability

. \ ) . andom sampling) and classifies them into flows (“sam-
to monitor very high speed links, where capturing 100 led flows”). Apt ﬂ?g end of the measurement peri(gd the

of the traffic becomes a challenge, or (2) to limit th : ;
o maonitor sorts all sampled flows, based on their sampled
load due to monitoring when resources are shared amaon

. LT %6 in packets, and returns an ordered list of the
multiple tasks (e.g., routers) [7]. Sampling is general <yargest flows (or topt flows), ¢ can be any positive
performed either in a periodic fashion (e.g., collectin ’

one packet every time periad) or randomly (e.g., ever %teger. Because of the random nature of sampling, this
pac Y > P yi€g., ysampled list may not match the list that could have
packet is collected with a constant probability

. , : been obtained without sampling. We try to answer the

The accuracy of the inversion process is both dep owing question: How well does the list of to
dent on the sampling rate and on the property to be g4 ' . P
. - . Sampled flows match the real list of teflows?
inferred. For example, it is easy to infer the total numbér o
of packets traversing the link from sampled traffic: the Different definitions for the match between the two
inversion consists in multiplying the number of sampledeW lists can be imagined. We start by requiring the two
sampling, respectively. that results from this definition theanking of the topt

Inversion becomes very complex for metrics relativéoWs. We build an analytical model for this problem and
to individual flow properties. The reason is simple. Th&e address it from two different perspectives. First, given
Internet traffic is known to be composed of a larg@ Sampling rate, we identify how accurate the match is.

number of very small flows and a small number of Ver‘l);hen, given a desired accuracy, we find the required min-
imum sampling rate. Surprisingly, our analytical analysis
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flows. We find that a sampling rate of 1%llows only case of two flows. Section IV describes and validates the
the successful ranking of the largest few flows, unless t@@ussian approximation for this model. In Section V we

number of flows on the monitored link is in the order ofeneralize the basic model to the case of ranking the
millions (in which case we can successfully rank modargest flows and we analyze the results in Section VI.
flows at the top). We also study different flow definitiondn Section VII we address the problem of detecting

namely 5-tuple and IP destination prefixes. We find thtte largest flows. Section VIII presents a validation

a coarser flow definition improves the ranking accuraeyith a trace-driven simulation of the ranking process.

only if the relative sizes of the largest flows increase &ection IX concludes the paper.

a function of the square root of their sizes. Therefore,

contrary to common belief, having larger flow sizes does

not always help in accurately detecting and ranking the Il. RELATED WORK

largest flows.

The poor performance of the ranking motivates us to Some aspects of the inversion of sampled traffic have
define a second, less constrained problem: we aimbgen studied extensively in the literature. Duffield et
retrieving the correct list of the largest flows, but, withil. [9] study the problem of flow splitting and propose
the list, the flows may be in any order. We call thigstimators for the total number of flows and for the
second problem thdetectionof the topt flows. A new average flow size in the original traffic stream. [10],
model, based on the ranking one, is built and analyzdd?2] study the inversion of the flow size distribution
This model confirms that the required sampling rate cavith two different methods. They both show that the
be reduced by an order of magnitude if one only focuséwersion is not very accurate for the entire distribution,
on detecting the top flows without any information on though it can be good for the tail. The inaccuracy raises
their relative importance. from the number of flows that are not sampled at all

In this paper, we use packet sampling instead of flownd that need to be estimated with an auxiliary method.
sampling for the following reasons. First, it is the way[10] shows that periodic and random sampling provide
most of the current monitoring devices operate [4], [14joughly the same result on high speed links, and so
Second, flow-based sampling requires to look at tti@ndom sampling can be used for mathematical analysis
content of the packet at the time of sampling. Flowue to its appealing features. [3] finds the sampling rate
sampling is therefore very resource intensive and hidt assures a bounded error on the estimation of the
not yet been implemented given its potential impact @ize of flows contributing to more than some predefined
the link monitor performance. percentage of the traffic volume. [8] introduces the idea

The contributions of this paper are threefold. (1) Wef smart sampling where the purpose is to isolate flows
perform an analytical study of the problem of rankinthat contribute considerably to the traffic; this is done by
two sampled flows and compute the probability that theglecting flow records with a probability that increases
aremisranked We propose a Gaussian approximation tith the flow size.
make the problem tractable numerically. (2) Based on theThe ranking of the largest flows has been studied
model for the ranking of two flows, we propose two gerin the literature, mainly from a memory requirement
eral models to study the ranking and detection problemstandpoint [11], [13]. Storing all flows can be a challenge
for any set of flows given a flow size distribution. Weapn high speed links. Several methods have been proposed
define a performance metric for the ranking process atwdreduce the memory size while minimizing the impact
evaluate the impact of each metric's parameter on tba the flow ranking. The solution often recommended
accuracy of the ranking. These parameters are the tatato maintain a sorted list of flows in a small memory
number of flows on the monitored link, the distributiorfre-sorted upon every packet arrival), and to clear some
of flow sizes, and the number of top flows to be ranketkcords at the bottom of the list when a new flow
(3) We validate our results on realistic traffic using traceppears and the memory is saturated. All the works in
driven sampling simulations. the literature assume that if the memory size is well

The rest of the paper is structured as follows. lohosen, the largest flows can be detected and ranked
the next section we discuss the related literature. With a high precision. However, in the presence of packet
Section Il we present and analyze a basic model for teampling, even if the methods rank correctly the set of

Today, most router vendors recommend a sampling rate betw sampled flows, there is no g_u_arantee that the sampled
0.1% and 1% in order to avoid overloading the routers. Tahk corresponds to the original rank. The problem

2According to flow sampling definition, if a flow is sampled, thenVe€ aqldress in t.hiS paper complements these wor_ks by
all packets belonging to that flow are sampled as well [8], [11]. focusing on the impact of sampling on the flow ranking.
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[1l. RANKING TWO FLOWS OF GIVEN SIZES Optimal sampling rate (%) il
In this section, we study the probability to misrank 190 ¢ VIW
two flows of original sizesS; and .S, (in packets). This 80 | Mw,
probability is the basis for the general model for ranking f [ | “{“‘
the largest flows. Without loss of generality, we assume e
S1 < S5. We consider a random sampling of ratelet oL 1000
s1 and s, denote the sizes of both flows after sampling. 130'

Flow size in packets

The two sampled flows are misranked(ij s; is larger
than so, or (i) both flows are not sampled, i.e., their
sampled sizes equal to zero. By combinifigyand (i) Fig. 1. Optimal sampling rate (log scale)
one can see that the necessary condition for a good

ranking is to sample at least one packet from the largeroptimal sampling rate (%)
flow (i.e., the smaller of the two flows can disappear 100

Flow size in packets

after sampling). oL
The probability to misrank the two flows can then be or
written asP,,(S1,S2) = P{s1 > s2}. We compute and 0r
study this probability in the rest of this section. Note that 30 -
the misranking probability is a symmetric function, i.e., 0 [ = /WOO
Pm(Sla S2) = Pm(S% Sl) 205 Flow size in packets

Under our assumptionss; and s, are distributed Flow size in packets
according to a binomial distribution of probability.
Hence, we can write fof; < S5, Fig. 2. Optimal sampling rate (normal scale)

51 i 1. The same reasoning applies $¢ and Ss + k, k =
Pu(S1,52) = Y by(i,51) D by(fs Sa).- (1) S — Sy +1,..,0,1,..., with the misranking probability
=0 g=0 being a decreasing function @f Thus, for a flow of
by(i, S) is the probability density function of a binomialsize S, the minimum misranking probability is obtained
distribution of probability p, i.e., the probability of when flow S is compared to a flow of size one packet.
obtaining: successes out df trials. We have, (i, S) = This minimum probability is equal tol —p)¥ T 1—p+
(f)pi(l —p)S~ifori=0,1,..,S, andb,(i,S) = 0 for p>S), which tends to zero whef tends to infinity. The
i< 0andi>S. maximum misranking probability is reached whe&nis
We do not focus in this section on the case= S;. compared to a flow of similar size.
We will be accounting for it later when we sum over all
possible flow sizes. The probability to misrank two flowg Optimal sampling rate

of equal size is given b {s; # sy Or s = s9 =0} = i of i . h : ¢ i
1—P{s;— 5940} =1— Zsl b2(i, S1). For any pair of flow sizes, there is a set of sampling

=17 rates that keeps the misranking probability below a
certain level. Denote byP,, ; the desired misranking

A. Analysis of the misranking probability probability. When changing from 1 to 0, the misranking
The misranking probability depends on the samplingrobability increases from 0 to 1. So there exists a
rate p and the sizes of flow$; and.S,. sampling ratepy, function of S; and Sy, for which the

Concerning the dependence pnit is clear that for misranking probability is equal t@,, 4. Any sampling
any value ofS; andS,, the misranking probability tendsrate higher (resp. lower) thar will lead to a misranking
to 0 whenp tends to 1 and to 1 whep tends to 0. probability smaller (resp. larger) thaf,, 4.
Concerning the relative flow sizes, it can be easily provenWe provide an example on how the sampling rate
that the misranking probability becomes smaller whareeds to be adapted to achieve some desired misranking
the difference betweef; andS; increases. Indeed, takeprobability. We setF,, ; to 0.1% (i.e., we allow the
any two flows of sizesS; and S,, such thatS; < S5. occurrence of one misranking over 1000 trials), then we
The flow S; can be considered as the aggregation of tvemlve numerically the equatioR,,(S1, S2) = Py, 4 for
flows of sizesS; — k andk, k=1,2,....,51 — 1. If we pg. This gives us the minimum (or the optimal) sampling
misrank S; — k and S,, the probability to misrankS; rate to use, if we want the misranking probability to be
and S, is equal to 1. Hence, the misranking probabilithelow P, ;. The results are plotted in Fig. 1 using a
verifies P,,,(S1, S2) > P (S1—k,52), k=1,2,...,51— log scale for the x and y axis. Clearly, a high sampling
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rate is required when flows have similar sizes, and thiSssian approximation - absolute error
sampling rate decreases to zero as the difference between

the sizes increases. If we take two flows of siagsand 32
S with « a real number between 0 and 1, it is clear from 04
Fig. 1 that the optimal sampling rate decreases when 0.3
S increases (the surface becomes narrower). Generally 02 1000
. . . 100
speaking, the probability of ranking correctly tviarge 011 10 Flow size in packets
flows different bya% is higher than in the case of two % 1
small flows different by the same%. The conclusion Flow size in packets

is completely different if we consider two flows of sizegig. 3. Gaussian approximation - absolute error, sampling rate 1%
S —k and S, with k a positive integer. Here, the optimal
sampling rate increases &s increases, which can be
read from Fig. 2, where we plot the optimal samplin

We compare the misranking probability given by the
aussian approximation to that of the basic model in

rate on a normal scale (the surface becomes wider w W (1), and we compute the absolute error. We prefer

S increases). We conclude that it is much more difficuipe absolute error to the relative error because it helps
to rank two large flows different by packets than two understanding the impact the misranking probability of

small flows different byk packets. This result will be two particular flows has on the general ranking prob-

confirmed and analyzed in depth in the next section. lem, A'Iarg_e relative error !ntrodL_Jced by thg_uns&an
approximation when the misranking probability is low

IV. APPROXIMATING THE MISRANKING PROBABILITY M&Y have less of an |mpa§:t on the _ranklng pro_blem when
compared to a small relative error introduced in a region

USING NORMAL DISTRIBUTION _ _ 2rror intr
Consid fl f sizes kets that i led tvvhere the misranking probability is high.
e o e e o o > S We consider different flow sizes and different sam-

ratep. The sampled size follows a binomial distribution. i tes. We find that the absolut is | h
However, it is well known that the binomial distributionP' N9 rates. Yve in at the absolute error Is farge when

can be approximated by a Normal distribution when the productps (i.e., the average number of sampled
is small and when the produgfS is of the order of one packets from a flow of_5|z§) is small fo_r both f'°.WS

(flows for which, on average, at least few packets aggrder of 1 or Ies_,s), which IS expected since at this low
sampled) [20, pages 108-109]. We assume that this is £ ge, the Gaussian approximation does not hold. But,

case for the largest flows, and we consider the sampfgb enl tthe proo!ucp S IIIS Ia;ge fog at Ie?SttogeVUOV.\lli thte ¢
size of a flow as distributed according to a Norm Solule error IS small and can be negiected. Ve ilustrate

distribution of averaggs and variance (1 —p)S. Using this point in Fig. 3, where we plot the absolute error for

this approximation, we present a closed form expressigﬂw SIZes between_ 1 and 1000 packets and a sampling
for the misranking probability. rate of 1%. We notice how the absolute error is around

Consider two flows of size§; and S, with S, < S,. 2€r0 when the size of one flow is larger than 300 packets
Their sampled versions, and s, both follow Normal (PS5 larger than 3). In that region, the relative error
distributions with averagesS; andpS,, and with vari- introduced by the Gaussian approximation compared to
ancesp(l — p)S; and p(1 — p)Se. We know that the the basic model can be as small as 1%.
sum of two Normal variables is a Normal variable. So \we now use the Gaussian approximation to study

the differences; — s; follows a Normal distribution of how the misranking probability varies with the sizes

averagep(S; — S2) and of variancep(1 — p)(S1 + S2). . . L
We have then an approximation for the misrankin%f both flows, and in pa_rt_lcula_tr their difference. Take
1 = S — k, k a positive integer. From (2), the

probability: : : @ F :
misranking probability increases with and S, (erfc(z)
Pn(51,52) = P{si—s2 20} is an increasing function in;). This indicates that it
_ plvs p(S2 — S1) is more difficult to rank correctly two flows different
V(1 —p)(S1 + S2) by k packets as their sizes increase in absolute terms.
The result is different if we take the size of one flow
1 ¢ |S2 — 54 > . . .
26 NeECET A (2) equal toa < 1 times the size of the second, i.e.,
p LT o2 S1 = aS,. Here, (S; — S9)/v/81+ S, is equal to

V is a standard Normal random variable and erfe{x) /S1(1 — a)/v/1 + a, which increases wittt;. Hence,

(=) [ e~" du is the complementary error cumulativehe misranking probability given in (2) decreases when

function. By taking the absolute value f6f; — S7), we S; increases. We conclude that, when the two flow sizes
make this expression valid for the caSg> S, as well. maintain the same proportion, it is easier to obtain a
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correct ranking when they are large in absolute termdlist of original flows. The number of these pairs is equal
We can now generalize the result above. One mayN —1+ N —2+---+ N —t= (2N —t—-1)t/2. We
think that the larger the flows, the better the ranking d¢fien count the pairs that are swapped after sampling. The
their sampled versions. Our last two examples indicatember of swapped pairs indicates how good the ranking
that this is not always the case. Indeed, the rankiig at the top of the list. It also allows to differentiate
accuracy depends on the relative difference of the flmavswap between close flows from that between distant
sizes. In general to have a better ranking, the differenitews. Indeed, if a flow is swapped with its immediate
between the two flow sizes must increase with the flosuccessor in the list, the metric will return a ranking error
sizes and the increase must be larger than a certafrl. Instead, if the same flow is swapped with a distant
threshold. This threshold is given by Eq. (2): the diffeflow, the number of misranked pairs will become much
ence must increase at least as the square root of the flamger. We have a perfect ranking when the number of
sizes. This is an interesting finding, indeed. In the contessvapped flows is equal to zero.
of the general ranking problem, it can be interpreted asThe metric we have described above returns one value
follows. Suppose that the flow size distribution has far each realization of flow sizes and of the sampled
cumulative distribution functiony = F'(xz). As we move traffic. Given that we want to account for all possible
to the tail of the distributioy the size of the flows to be realizations, we define the performance metric as the
ranked increases. The ranking becomes more accurateufber of swapped flowaveragedover all possible
the difference between flow sizes increases faster thaues of flow sizes in the original total list and over all
Vvz. This is equivalent to saying thatz/dy should sampling runs. We deem the ranking as acceptable when
increase withe faster than,/z. All common distributions our metric takes a value below one (i.e., on average less
satisfy this condition, at least at their tails. For exampléhan one flow pair is swapped).
with the exponential distribution we havk:/dy o e*
(1/X s the average), while for the Pareto distribution Wg  computation of the performance metric
havedz/dy o 2% (8 is the shape).

X . N . Consider a flow of sizé belonging to the list of the
The impact of the flow size distribution on the ranklngo ¢ flows in the original traffic (before sampling). We
will be studied in the next sections after we introducep g Ping).

. compute the probability that this flow is misranked (or
the general ranking problem. . )
swapped) after sampling with another flow of general
size. Denote this probability b¥,,.(i), wherem stands
V. RANKING THE LARGEST FLOWS for misranking and for top. Then, we average over all
We generalize the previous model to the ranking of tiv@lues ofi which givesP,,;.* This function gives us the
top ¢ flows. Let N > ¢ denote the total number of flowsprobability that, on average, the tejh flow is swapped
available in the measurement interval before samplingith another general flow. Thus, our performance metric,
We want thesortedsampled list of tog flows to match Which is defined as the average number of swapped pairs,
the list of topt flows in the original traffic. We express inis equal to(2N —t — 1)tF,;/2. In the following, we
this section the quality of the ranking as a function of theompute the value of,;.
sampling ratep, the flow size distribution, the number Leét p; denote the probability that the size of a general

of flows to rank¢, and the total number of flows'. flow is equal toi packets, andP; denote the flow
size complementary cumulative distribution, i.&;, =

> i< pj- For large number of flows/, we consider safe
to assume that flow sizes are independent of each other
In order to evaluate how “good” the ranking is, wesee [1]). A flow of sizei belongs to the list of tog
need to define a performance metric that is easy flews if the number of flows in the original total list,
compute and that focuses on the top flows. A flow gfith a size larger thari, is less or equal tham — 1.
the top of the list can be misranked (or swapped) withSince each flow can be larger tharwith probability
neighboring large flow or a distant small flow. We wanp; independently of the other flows, we can write the
our metric to differentiate between these two cases andhi@bability that a flow of sizé belongs to the list of the
penalize the latter more. We define the metric as followsp ¢ flows asP;(i,t, N) = 22;10 bp,(k, N — 1), where
We form all flow pairs where the first element is a topp, (k, N — 1) is the probability to obtairk successes
t flow and the second element is anywhere in the tot@lt of N — 1 trials, if P; is the probability of a success.

A. Performance metric

3Because we are more and more focusing on large flows or becaus&Note that the distribution of the size of a flow at the top of the
the number of available flows for ranking increases. list is different from that of a general flow.
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The probability that the-th largest flow has a size ofmodel flow sizes in the Internet due to its heavy tailed
i packets is equal taP (i) = p;P;(i,t, N)/Pi(t,N). feature [6]. The Pareto distribution is continuous with a
P,(t,N) is the probability that a flow of general sizecomplementary cumulative distribution function given by
is among the topt in the original total list, which is P{S >z} = (xz/a)~%. 8 > 0 is a parameter describing
simply equal tot/N. the shape of the distribution and> 0 is a parameter
Using the above notation we can write the misrankingescribing its scale. The Pareto random variable takes
probability between a top flow of sizei packets and yalues larger tham, and has an average value equal to

any other flow as follows aB/(B — 1). The tail of the Pareto distribution becomes
1 -1 heavier as3 decreases.
Poi(i) = = ijPt(i,t,N — 1) Py (5,4)+ We use the measurement results stated in [1] and
Fiit, N) (j—l carried out on the Sprint IP backbone network to set the

average flow size. Two flow definitions are considered
ijPt(i,t—l,N—l)Pm(i,j)) . (3) in [1]: one using the usual 5-tuple made of protocol
i number, source and destination IP addresses and port
numbers, and a second that aggregates packets according
In this expression, we sum over all possible sizes gf the /24 destination address prefixes. For the first
the other flow (the variablg) and we separate the cas@efinition, it is stated in Fig. 9 of [1] that the average
when this other flow is smaller tharfrom the case when g size is equal to 4.8 Kbytes, while for the second
itis larger than °. P, (4, 5) is the misranking probability gefinition it is equal to 16.6 Kbytes. To transform the
of two flows of sizesi andj packets and is given in (1).flow size from bytes to packets, we divide by 500 bytes
Py is then equal t 7% Py(i) P (i) which is a good approximate for the average packet size
In order to computePy,(i,j), one can also use thejn the Internet [2]. As for the number of flows in the
Gaussian approximation given in (2). The Gaussian agyginal list (), we set it using again the results in
proximation has the advantage to simplify the numericglg. 9 of [1]. It is stated that on the monitored link, the
analysis since it avoids the two series and the binomi@dy arrival rate is equal to 2360 flows/s for the 5-tuple
distribution in (1). A second advantage of using thgow definition and to 350 flows/s for the /24 prefix flow
Gaussian approximation is that it transforms the problegiefinition. We consider a measurement interval larger
from discrete to continuous (flow sizes can be considergthn one minute, which is a typical value used to report
as driven by a continuous random variable). This trangaffic measurements [16]. Then, we use the average
formation of the problem from discrete to continuougumper of flows that arrive during this interval to set
combined with a continuous function for the flow sizgne total number of flowsV. For the case of 5-minutes
distribution (e.g., the Pareto distribution) allows us to Usgtervals, this gives a value oF equal to 0.7M flows
classical integral functions. This significantly reduces thgy the 5-tuple definition and to 0.1M flows for the /24
computation time to solve the problem (from hours f%refix definition.
the original problem to few seconds instead). In all figures in this section, we plot the ranking metric
However, one has to be careful given that the Gaussigérsys the packet sampling rateon a log-log scale.
approximation only applies when at least one of the twge changep from 0.1% to 50%. Every figure shows
flows to be compared is large (see Section IV). Since Wiferent lines that correspond to different values of one
are interested in the detection and ranking of the largegtine parameters of the mode);3, N. We are interested
flows traversing a link, this approximation is appropriatg, the regions where the value of the metric is below
to our case. For this reason, all the results showed dRe, indicating that the ranking is accurate on average.
the rest of the paper are obtained using the Gaussifflease the interpretation of results in the figures, the

approximation. horizontal line of ordinate 1 is plotted as well.

VI. RANKING PROBLEM: NUMERICAL RESULTS

We compute the metrid2N — t — 1)tP,,;/2 nu-
merically using (2) and (3). This metric requires aﬁ
input the flow size distributiorp;. We focus on the 0
Pareto distribution since it is known to be appropriate

A. Impact of the number of flows of interest

The first parameter we study is the number of ranked
ws, t. The purpose is to show how many top flows can
R)e detected and ranked correctly for a given sampling
rate. We setg to 1.5 to get a heavy tailed flow size
5In the case wherj > i, at mostt — 2 flows can be larger than distribution, and we take for the average flow size and
packets if we want the flow of sizeto be in the topt. total number of flowsV the values described previously.
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numbert of top flows of interest

flow size distribution

We set the measurement interval to 5 minutes. The> and 1.2. Note thatfo¥ < 2, the Pareto distribution is
performance of ranking the tagflows is shown in Fig. 4 known to be heavy tailed (|nf|n|t§ vgrlance). The values
for the 5-tuple flow definition and in Fig. 5 for the /24iaken by our metric are shown in Fig. 6 for the 5-tuple

destination prefix definition.

flow definition and in Fig. 7 for the /24 prefix one. We

We observe that the larger the number of top flow@" make the following observations from the figures:
of interest, the more difficult it is to detect and rank « Given a sampling rate, the ranking accuracy im-

them correctly. In particular, with a sampling rate as
small as 1%, it is possible to rank at most the top 5

flows. However, as we look at larger values fthe

required sampling rate to get a correct ranking increases
well above 10%. Note that with a sampling rate of 0.1%,

it is impossible to get a correct flow ranking.

Furthermore, a coarser definition of flows (the /24
destination prefixes) does not provide a significant gain
in the ranking accuracy. Even if flows are on average
much larger, a sampling rate around 1% is still needed

to rank correctly the top few flows.

B. Impact of the flow size distribution

We consider the ranking of the top 10 flows over a
5-minutes interval varying the shape parameter for the
Pareto distribution among five distinct values: 3, 2.5, 2,

proves ag3 becomes smaller, i.e., the flow size dis-
tribution becomes more heavy tailed. Indeed, when
the distribution tail becomes heavier, the probability
to obtain larger flows at the top of the list increases,
and since it is simpler to rank larger flows (for
distributions satisfying the square root condition
described in Section V), the ranking becomes more
accurate.

The ranking is very inaccurate unless the sampling
rate is very high. One needs to sample at more than
50% to obtain an average number of misranked flow
pairs less than one for a value @fequal to 1.5 (i.e,
heavy tailed distribution), and at more than 10% for
a value of equal to 1.2 (i.e., pronounced heavy
tailed distribution). For larger values of (i.e.,
lighter tail), the sampling rate needs to be close to
100%. Note that for non-heavy tailed distributions,
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5-tuple flows, t = 10, beta = 1.5 the /24 destination prefixes), then we multiply it by some

constant factor ranging from 0.2 (5 times fewer flows)

to 5 (5 times more flows). Results are shown in Fig. 8

and Fig. 9. The lines in the figures correspond to a factor
value equal to: 0.2, 0.5, 1, 2.5, 4, and 5. In these figures,
we consider the ranking of the top 10 flows withset

to 1.5.

The ranking accuracy improves &$ increases. For
small values ofN (140K for 5-tuple and 20K for /24
destination prefixes), a sampling rate of 50% or higher
is required for a correct ranking. On the other hand,

100000

10000 [

1000 B
100 N

1B

o1k @

Average number of swapped flows

oot F

0.001 L
0.1

Packet sampling rate (%) when N is very large (3.5M for 5-tuple or 500K for /24
Fig. 8. Performance of sampling with 5-tuple flows varying the totag(.esnnatlon p_reflxes), the ranking is very accurate even
number of flows with a sampling rate of the order of 0.1% (one packet
124 prefix flows, t = 10, beta = 1.5 over 1000"). Indeed, with a very large number of flows,
100000 ¢ ' T NesoK the top flows are very large and, thus, easier to rank.

10000 ..

D. Summary of results

100

We can summarize our main observations as follows:
(1) Ranking flows from sampled traffic is not very
accurate, unless a very high sampling rate is used (10%
and even more). A sampling rate of the order of 1%
allows to detect and rank the top few flows. (2) The

0001 L heavier the tail of the flow size distribution, the better
01 ! . 10 100 the ranking. (3) The ranking performance improves when

Packet sampling rate (%) . . -
there are more flows in the analyzed traffic. For millions
Fig. 9. Performance of sampling with /24 prefix flows varying th@©f flows, a 1% sampling rate gives good results. (4) There
total number of flows is no significant difference in the ranking performance
the accuracy of the ranking deteriorates very rapidgtween the 5-tuple and the /24 destination prefix flow

as the sampling rate goes below 10%. For hea@gfinitions.
tailed distributions, the same phenomenon happens

10 k

01k

Average number of swapped flows

oot F

when the sampling rate is below 1%. VII. DETECTION OF THE LARGEST FLOWS
In this section, we relax the requirement for the
C. Impact of the total number of flows ranking in order to reduce the required sampling rate.

Another important parameter in the ranking problefareviously, we considered the problem of identifying the
is the total number of flows in the analyzed link/traffi¢ largest flows and, at the same time, to list them in the
(V). When the total number of flows increases, the floweorrect order. Here, we focus on the identification of
at the top of the list should become larger, and therefdtee topt¢ flows, alone. We use the same mathematical
as we saw in Section IV, the ranking accuracy shoutdols as in the previous sections, but we need to define
improve for flow size distributions satisfying the squara different performance metric. We are now interested
root condition (in particular the Pareto distribution wén the ranking between any flow in the taplist with
are considering)N varies with the utilization of the only those flowsoutsidethis list. We expect the required
monitored link (the higher the utilization, the larger theampling rate to be lower.
number of flows).N can also vary with the duration
of the measurement interval (the longer we wait befolg parformance metric
][%r\;\ll(sl?g and reporting results, the larger the number Of\_Ne define the metric for the detection pro_blem as

' . . being the average number of swapped flow pairs, where

We study the impact of the value of on the ranking he first element of a pair is in the list of tagflows and

metric. We take the same value Bf used in the previ- the second element outside this list. We compute this
ous sections and computed over 5-minutes measuremeetric as follows. Consider the probability that a flow
interval (0.7M flows for the 5-tuple and 0.1M flows foramong the tog is swapped with a flow that does belong
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to the topt. Let P*, denote this probability. Following 5-tuple flows, N = 0.7M, beta = 1.5
the same approach described in Section V, we can write ¢ [ ' Tios
» 100000 s t=10 X o
> il ) o § 10000 F-.. ~ =3 ‘.“:é‘f:f 4
B = P* Z Zpr? Jyist, N) P (5, 1) g 1000 —X + et e
s S w0k kN i
In order to obtainP},, we sum over all possible size ¢ 10 kN K T .
; . . 8 S B e R e
values for the flow in the top (index:) and all possible £ ol N S
values for the other flow not among the togindex j). % e = .
In this expressiory; andp; represent the probability that 001 = B g Efff’f’_‘_fﬁ‘ 4
the size of a flow is equal tbor j packets, respectively. 0.001 17 . s
P,,(j,4) is the probability that two flows of sizes o 1 10 100
and j are misclassified — we use again the Gaussian Packet sampling rate (36)
approximation described in (2 (j,i,¢, V) is the joint Fig 10, Detection of the largest flows (5-tuple)
probability that a flow of size belongs to the list of top 124 prefix flows, N = 0.1M, beta = 15
t flows while another flow of sizg does not belong to 164006 . e
it (i.e., it is in the bottomN — ¢ flows). P is the joint g 100000 ¢ t=lo - 1
probability that a flow of any size belongs to the list § 10000 7 tz=2 -1
of top ¢ flows while another flow of any size does not & ™[ “x "k |
belong to this list. It is equal to(N — t)/(N (N — 1)). g R 1
We now computeP(j,i,t, N) for j < i, i.e, the 5  Of0 T e |
probability that flow: belongs to the top list while flow 5 I T
j does not. The number of flows larger thashould be g oLr "‘\._f_'_"_'i“-’-a ----- g ; """""" *i i
smaller thart, while the number of flows larger thah ¢ °%T B -
should be larger than The probability that a flow size =~ °%'r ?f il
is larger thani is P, = 3_3° . p. The probability that it 00001 = N 0 100
is larger thary is P; = Zk . pr. The probability that a Packet sampling rate (%)
flow size is betweelj andq glven that it is smaller than _ )
iis (P P, )/(1 ) We call it Pj,z It follows that: Fig- 11.  Detection of the largest flows (/24 prefix)
N—k—2 results and their counterparts in Fig. 4 and Fig. 5 shows a
Pl (j,i,t,N) Z bp,(k, N — Z bp,, (I, N—k—2). significant gain in the detection case. All plots are shifted
I=t—k-1 down. For example, in the case of ranking, the required

The first sum accounts for the probability to see less thaampling rate was higher than 50% to rank correctly the

t flows abovei packets. The second sum accounts feop 10 flows for a value of the shape parameter for the

the probability to see more thanflows above; given flow size distribution equal to 1.5. Now this can be done

that k£ flows (¢ < t) were already seen above For with a sampling rate in the order of 10%. The same gain

t =1, P(j,i,t, N) is no other tharP,(i,t, N — 1), and can be observed if we reconsider the other scenarios in

both P*t and P,,; are equal (i.e., the ranking and therevious sections (not presented for lack of space). We

detection problems are the same). can also observe in the figures how the aggregation of
Once P, is computed we multiply it by the total flows using the /24 destination prefix does not improve

number of flow pairs whose one element is in the tdpe accuracy of top flow detection.

t and the other one is not, which is equalttav — t).

This is our metric for the detection problem. As for the VIIl. T RACE-DRIVEN SIMULATION

ranking problem, we want this metric to be less than one

for the detection of topg flows to be accurate. We have been studying the ranking problem by com-

puting the average value of our performance metric under
_ _ the assumption that flow size distributions are perfect
B. Numerical analysis Pareto and that all the packets of the flows are available
To illustrate the difference between ranking and désr sampling and ranking. In reality, this may not be
tection, we consider the same scenario as in Section YHe case. The distribution of flow sizes may deviate
A. We plot the detection metric as a function of thérom Pareto. In addition, flows can be truncated if they
sampling rate, for different values of(the number of last for more than the measurement interval. Indeed,
large flows of interest) and for the two flow definitionsome network operators may choose to use a “binning”
(Fig. 10 and Fig. 11). A comparison between thesmethod, where packets are sampled for a time interval,
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Fig. 12. Performance of ranking vs. time, 5-tuple, top 10 flows Fig. 13. Performance of ranking vs. time, /24 prefix, top 10 flows

classified into flows, ranked, and then reported. At tfgCe in order to study the ranking problem. To this end,
end of the interval, the memory is cleared and tH¥e generate artificially the packets of a flow during_its
operation is repeated for the next measurement interJ§ptime. We take all packets equal to 500 bytes, a typical
With this binning method, all flows active at the endyalue for the average packet size in the Internet [2]. For a
of the measurement interval are truncated, so that g\ of size.S, durationD and starting timé” (all given
all sampled packets of the truncated flow are consider@yjthe trace), we compute first the number of packets for
at the same time for the ranking. The truncation may}is flow, then we distribute these packets uniformly in
therefore, penalize large flows and alter the tail of tH8e intervalT’, T+D] (for long flows this is equivalent to
flow size distribution (where flows are of large size angfYing that packets are the realization of a homogenous
probably last longer than the measurement interval). POisson process). The multiplexing of the instants of
We run real-time trace-driven simulations using th@ivals of packets for all flows gives the packet level
binning method to illustrate that the assumptions wEace we are looking for. Note that the packet arrival
made in the models do not change our results. FurthBFPCESS is not a crucial aspect of the simulation given
more, we want to show that these results hold when Wt we are looking at large measurement intervals (1 to
sample and rank real flows, collected on an operatioraMinutes) when compared to the average flow duration
network. Finally, we want to study how the performanc@f 13 seconds [1]. However, we have also validated our
metric deviates from its average over several measuf@sults on NLANR packet-level traces [17] and briefly
ment intervals as well as over multiple sampling runsPresent some results in section VIII-C.

Once we have generated the trace, we sample it at

A. Simulation setup various sampling rates, we cut it into bins (a bin is
We consider the trace used to plot the Fig. 9 in [12. measurgment interval), we collect flows within each
This trace is collected on a OC-12 (622 Mpbs) lin n, af‘?‘ f|r_1ally we ranl_< them. We do the same process
g:lassmcatlon and ranking) for the trace before sampling.

in Sprint IP backbone late 2001. It is a 30-minute ) ) :
trace where we have for both definitions of flows (553/ comparing the ranking before and after sampling, we

tuple and /24 destination address prefixes) the sizesF able to compute our metric for each bin.

all flows, the durations of all flows and their starting For each sampling rate we conduct 30 runs over which
times. The monitored link carries an average traffic @fe compute the average of the metric as well as its

90Mbps. The information we have on this trace doesandard deviation. The average and standard deviation
not include however the instants of arrivals of individuare then plotted versus the bin number (or time) for

packets within each flow neither their sizes. We thatifferent bin values and for different sampling rates. The

need to transform the flow level trace into a packet levstandard deviation is plotted as an error bar around the
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Fig. 14. Performance of detection vs. time, 5-tuple, top 10 flowsFig. 15. Performance of detection vs. time, /24 prefix, top 10 flows

average,; it tells us how stable the ranking of the largestConcerning the increase in the bin length (from 1
flows is when we run the simulation multiple times atto 5 minutes), we notice a slight improvement in the

the same sampling rate. performance, which is also in agreement with our an-
alytical results (first and third lines from top in Fig. 8
B. Simulation results and 9). The simulations also show that the aggregation of

flows using the /24 destination prefixes does not improve
gnificantly the performance of detection and ranking,
3eVen though aggregated flows become larger.

We show the results for the detection and ranking
the top 10 flows and two bin values: 1 and 5 minute
The results for the ranking are plotted in Fig. 12 for th
5-tuple and in Fig. 13 for the /24 destination prefixes.

We plot the results for the detec_tion_of the top 10 flows  additional validation on the Abilene network

in Fig. 14 for the 5-tuple and in Fig. 15 for the /24

destination prefixes. Each line in the plots correspondsT0 further validate our analytical results, we sample
to a different sampling rate. and rank the 10 largest flows on a 30-minutes trace

The trace-drive sampling simulations confirm our argollected by NLANR on an OC-48 link in the Abilene
alytical results. A sampling rate of the order of 50% igackbone network (Abilene-I [17]). In contrast to the
required to accurately detect and rank the top 10 ﬂo\%)rint trace, the Abilene trace prOVideS full information
(the average plus standard deviation of the metric sho@ the instants of arrivals of packets and the flows to
be below the horizontal line of ordinate 1). A sampliny/hich they belong, so we do not need to generate the
rate of the order of 10% works sometimes, whereasPacket arrivals as before.
sampling rate of 1% never works. Only detecting the This trace provides additional insights on the perfor-
top 10 flows is somewhat “easier”: a sampling rate #hance of ranking from sampled traffic. The link from
10% gives very good results. which the trace has been collected has a higher utilization

We observe that the accuracy of the detection adg Well as a larger number of flows, and the flow size
ranking varies over time. It also varies over multipl€istribution exhibits a short tail feature.
runs of the simulation at the same sampling rate. Indeed)n Fig. 16, we plot the ranking performance metric for
moving from one bin to another, the sizes of flowthe top 10 flows as a function of time for one minute
change as well as the total number of flows. This leadshins and for different sampling rates. Again, we average
a different ranking error value. Also, when we rerun thidne results over 30 runs and show the standard deviation.
simulation, the sampled sizes of flows change (differentThe figure confirms the difficulty of ranking the largest
realization of a stochastic process) and hence the redladtvs with a low sampling rate. The performance is
of the ranking process. worse than with the Sprint trace: a sampling rate above
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Fig. 16. Performance of ranking vs. time, 5 tuple, top 10 flows3]
Abilene network

50% is required. This poor performance is the consey
guence of the short tail of the flow size distribution.

This is again in agreement with our analytical resultd5]
(Section VI-B). We observe that the error increases very
fast when the sampling rate drops below 1%. [6]

IX. CONCLUSIONS 7]

We study the problem of detection and ranking the
largest flows from a traffic sampled at the packet levels;
The study is done with stochastic tools and trace-driven
simulations. We find that the ranking accuracy is strongly
dependent on the sampling rate, the flow size diStribl{g]
tion, the total number of flows and the number of largest
flows to be detected and ranked. By changing all these
parameters, we conclude that ranking the largest flo
is not that accurate in presence of traffic sampled at the
packet level. For example, to detect and rank the top
10 flows, a sampling rate higher than 10% is requirel
A sampling rate of the order of 1% works well when
the total number of flows is very large (of the order gfi2)
millions), or when we focus on the very few top flows.
Our study also shows that the required sampling r &%
decreases by an order of magnitude if one only wants
to detect the largest flows and is not interested in their
relative importance.

We are currently exploring three possible future dire%g%
tions for this work. First, we want to study the accuracy
of the ranking when the sampled traffic is fed into one
of the mechanisms proposed in [11], [13] for sorting8]
flows with reduced memory requirements. A secorjgy,
direction is to study the feasibility of refining the ranking
using some protocol-specific information carried in thid8l
headers of the sampled packets. For example, one can
imagine the use of the TCP sequence numbers to betigf
estimate the size of the sampled flows. Such method
will improve the ranking of the largest flows, although
its main drawback is the lack of generality (e.g.,
does not apply to flows defined based on the address
prefixes, or when the protocol headers are encrypted).
Finally, the third direction we are exploring is the use

]

12

of adaptive schemes that set the sampling rate based on
the characteristics of the observed traffic.

REFERENCES

C. Barakat, P. Thiran, G. lannaccone, C. Diot, and P. Owezarski.
Modeling Internet backbone traffic at the flow levelEEE
Transactions on Signal Processing (Special Issue on Signal
Processing in Networking$1(8):2111-2124, Aug. 2003.
CAIDA: Cooperative Association for Internet Data Analysis.
http://www.caida.org.

B. Y. Choi, J. Park, and Z. Zhang. Adaptive packet sampling
for flow volume measurement. Technical Report TR-02-040,
University of Minnesota, 2002.

Cisco Systems. NetFlow services and applications. White Paper,
2000.

K. C. Claffy, H.-W. Braun, and G. C. Polyzos. A parameteriz-
able methodology for internet traffic flow profilingEEE JSAC
Special Issue on the Global Interndflar. 1995.

M. Crovella and A. Bestravos. Self-similarity in the World
Wide Web traffic: Evidence and possible causéSEE/ACM
Transactions on Networkind(6):835—-846, Dec. 1997.

N. Duffield. A framework for passive packet measurement.
IETF PSAMP WG Internet Draft, Dec. 2003. draft-psamp-
framework-05.

N. G. Duffield and C. Lund. Predicting resource usage and
estimation accuracy in an IP flow measurement collection
infrastructure.  InProceedings of ACM Sigcomm Internet
Measurement Conferenc®ct. 2003.

N. G. Duffield, C. Lund, and M. Thorup. Properties and
prediction of flow statistics from sampled packet streams. In
Proceedings of ACM Sigcomm Internet Measurement Workshop
Nov. 2002.

N. G. Duffield, C. Lund, and M. Thorup. Estimating flow
distributions from sampled flow statistics. FProceedings of
ACM SigcommAug. 2003.

C. Estan and G. Varghese. New directions in traffic measure-
ment and accounting. IRroceedings of ACM Sigcommug.
2002.

N. Hohn and D. Veitch. Inverting sampled traffic. Rroceed-
ings of ACM Sigcomm Internet Measurement Confere@uoe.
2003.

J. Jedwab, P. Phaal, and B. Pinna. Traffic estimation for
the largest sources on a network, using packet sampling with
limited storage. Technical Report HPL-92-35, HP Laboratories,
Mar. 1992.

Juniper JunOS. http://www.juniper.net.

A. Lakhina, M. Crovella, and C. Diot. Diagnosing network-
wide traffic anomalies. IfProceedings of ACM Sigcommug.
2004.

M. Lambert. A model for common operational statistics. RFC
1857, Oct. 1995.

NLANR: National Laboratory for Applied Network Research.
http://www.nlanr.net.

K. Papagiannaki, N. Taft, and C. Diot. Impact of flow dynamics
on traffic engineering design principles. Pmoceedings of IEEE
Infocom Hong Kong, China, Mar. 2004.

A. Shaikh, J. Rexford, and K. G. Shin. Load-sensitive routing
of long-lived IP flows. InProceedings of ACM Sigcomi8ept.
1999.

] M. Spiegel. Theory and Problems of Probability and Statistics

McGraw-Hill, 1992.



